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Abstract

In recent years, with the rapid development of information technology, various network applications
have brought great convenience to people's lives. Medical institutions have provided various ways of
accessing medical care for the convenience of the public, but at the same time, they have also increased the
risk of network security threats, resulting in the leakage of privacy of a large number of patients, leading to
fraud or extortion of patients, and damage to the economic and reputational damage to the medical
institutions and other issues. The traditional boundary-based security protection means has been difficult to
effectively protect the network security of healthcare organizations, so the network security situation
assessment and prediction technologies for medical organizations has become the focus of attention of
healthcare organizations and academia. In this thesis, the network security protection of medical
organizations is studied from three aspects: network security situation assessment, situation prediction, and
system implementation. The specific research content includes:

(1) Network security situation assessment for medical organizations based on Improved Niche Prairie
Dog Optimization Algorithm - Deep Belief Network (INPDO-DBN): The improved INPDO algorithm is
designed to solve the DBN network's possible problems of local minima and premature convergence during
the training process. Furthermore, evaluate and validate the model with binary classification and multi
classification using the UNSW-NB15 benchmark dataset with the ECU-IoHT and WUSTL-EHMS-2020
medical 10T datasets. The experimental results show that in the binary classification results, the recall of
INPDO-DBN on the three datasets is improved by 2.94%, 1.94%, and 2.38% compared to the best results
of the other three models which are the traditional BPNN, CNN, and DBN, respectively. And in the multi
classification results, the average recall is improved by 6.99%, 3.98%, and 6.03%, respectively. It proves
the effectiveness of INPDO-DBN for improving the performance of network security situation assessment
in medical organizations.

(2) Network security situation prediction for medical organizations based on Chaotic Elite Particle
Swarm Optimization - Gate Recurrent Unit (CEPSO-GRU): The parameters of GRU network structure are
optimized using the improved CEPSO algorithm to further enhance the performance of GRU. A series of
comparative experiments is conducted on the data processed for the situational assessment using the sliding
window approach, and the experimental results show that the proposed CEPSO-GRU situational prediction
model reduces the average absolute error, the average absolute percentage error, the mean squared error,
and the root mean squared error by at least 13.81%, 26.57%, 50.00%, 19.03%, respectively, in comparison
to the RNN, the LSTM, and the GRU in the three datasets. And the effectiveness of the prediction is further



verified using the goodness-of-fit, which shows that the goodness-of-fit is improved by at least 2.92%,
2.67%, and 3.17% compared to the other three models, respectively. It proves the accuracy of
CEPSO-GRU for the prediction of the network security situation of medical organizations.

(3) Design and implementation of network security situation assessment and prediction system for
medical institutions: the back-end of the system adopts the Flask framework and uses a MySQL database to
store the data; the front-end is developed using Vue.js, and the open-source Echarts visualization library is
integrated into the construction of the front-end components, which clearly displays the data for network
security situation assessment and situation prediction in the form of charts. After full testing, the system's
functional modules collaborate with each other to accurately categorize and detect uploaded cyberattack
data, as well as assess and predict the network security situation accordingly. The system is able to provide
an important basic guarantee for the network security protection of medical organizations and has certain

application value.

Key words: Situation assessment; Situation prediction; Swarm intelligence optimization algorithm; Neural

networks; Medical Institutions
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