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Abstract

With the popularization of Internet technology, the in-depth application of cutting-edge technologies
such as big data, cloud computing and blockchain makes cyberspace face severe security challenges. The
methods of network attacks are becoming increasingly complex, with attackers shifting from traditional
port scanning to zero day vulnerability exploitation and significantly reducing attack thresholds through
automated tools, resulting in a significant increase in the difficulty of detecting and defending against
abnormal traffic. As the core component of network security defense, the performance of intrusion
detection systems (IDS) directly affects the overall effectiveness of protection. However, current IDS
technology faces two key bottlenecks. Firstly, there is a significant difference in the number of normal and
attack samples in network security datasets (usually exceeding 100:1), which leads to traditional machine
learning models being biased towards the majority of categories during training, resulting in insufficient
detection accuracy for attacks in minority categories, and difficulty in feature extraction. Secondly, existing
IDS mostly relies on a single algorithm or simple integration methods, lacking adaptability to complex
attack scenarios, and the timeliness of the detection process is difficult to meet the real-time response
requirements of critical infrastructure. To overcome these bottlenecks, this article systematically studied the
innovative application of ensemble learning in intrusion detection and designed and implemented a fully
functional prototype system. The following are the core research contents and achievements:

(1A novel feature selection method based on the integration of semantic information and traffic
fluctuation  thresholds, termed Semantic Technology Decision Tree Recursive Feature
Elimination(ST-DT-RFE), is proposed. By incorporating semantic features of cyber attacks and dynamic
traffic fluctuation characteristics, this method optimizes the traditional Recursive Feature
Elimination(RFE)algorithm. Experimental results on the UNSW-NB15 and NSL-KDD datasets
demonstrate that this approach significantly reduces feature dimensionality(by an average of 63%)while
enhancing classifier performance. For instance, when using XGBoost, accuracy rates of 92.89%and
93.87%were achieved on the respective datasets. Processing time was reduced by an average of
50%compared to traditional methods, achieving a favorable balance between feature selection efficiency
and model performance.

(2)A hierarchical integrated classification model is designed, employing strategies of data
reconstruction, feature selection, and model integration. The model utilizes an improved SMOTE technique
to handle noisy data, mitigate random fluctuations, and ensure data quality by removing redundant, missing,

or anomalous data after cleaning. This addresses the issue of data imbalance. Additionally, the ST-DT-RFE



method is employed to select the most representative feature subsets, eliminating redundant features and
reducing computational complexity. The model integrates predictions from multiple models using an
attack-aware and high-risk vulnerability rate-based ensemble approach. On the extended NSL-KDD-2024
dataset incorporating zero-day attacks, the HIC model achieved an overall accuracy of 96.41%, with
accuracy rates of 88.5%, 85.1%, and 80.4%for zero-day vulnerabilities(CVE-2024-0012, CVE-2024-0056,
CVE-2024-0034), significantly outperforming traditional voting and averaging ensemble methods.

(3)An intrusion detection system based on ensemble learning is developed, integrating the
aforementioned methods into corresponding modules. The system collects network traffic data and system
terminal logs through multiple components, visualizes analysis results, and performs intrusion detection
and attack classification using the HIC model. It also includes email alert functionality to enable rapid
response to security incidents. The system performs excellently in terms of detection efficiency and

accuracy, effectively enhancing network security protection capabilities.

Key words:Intrusion Detection;Attack Awareness;Feature Selection;Ensemble Learning;Zero-day Attack
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