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Abstract

With the advancement of information technology and the development of digital government
initiatives, services such as online government services, examination applications, and identity
authentication have become increasingly widespread. While these developments enhance government and
citizen service efficiency, they have also led to challenges including inefficient data flow between
departments and reluctance to share data across agencies, resulting in data silos and interdepartmental
distrust. This study addresses the pain point of "data silos" among departments by leveraging blockchain's
immutable, decentralized, and traceable technical characteristics to enable secure sharing of ID photo data
across departments and systems. Starting from the storage and sharing of ID photo data, this paper conducts
the following research:

(1) To meet the core requirements of e-government scenarios for consensus mechanism security,
operational efficiency and anti-malicious node capability, a Dual-Layer Reputation-based Practical
Byzantine Fault Tolerance (DLR_PBFT) algorithm is proposed. The node hierarchical strategy improves
consensus efficiency through refined division of labor; the reputation mechanism objectively evaluates
node behaviors, filters malicious nodes and reduces their interference. Experimental results show that when
the number of faulty nodes increases from 0 to 11, DLR_PBFT's throughput only decreases by 21.97%, and
the delay fluctuation is much smaller than that of the control algorithm, which can run efficiently in the
Byzantine malicious node environment.

(2) Based on the optimization idea of DLR_PBFT and the HotStuff algorithm, a HotStuff Consensus
Algorithm Based on Group Decoupling and Reputation Value Mechanism (GD_ RHotStuff) is proposed.
This algorithm divides nodes into consensus groups and verification groups to decouple the consensus
process; it also establishes abnormal node detection based on the reputation mechanism to dynamically
eliminate malicious nodes and improve algorithm security and scalability. Experimental data show that in
the Byzantine scenario, the average throughput of this algorithm only decreases by 31.16%, much lower
than 81.20% of the original HotStuff. It has improved throughput, delay, robustness and self-healing ability,
meeting the high-performance and high-security needs of e-government.

(3) According to the requirements and specifications of ID photo data storage and sharing, a
dual-chain structure of central chain and work chain is proposed, and an ID photo data storage and sharing
model is built. Combined with the data flow of e-government ID photos, a multi-chain architecture is
designed, specifying chain composition, data structure and inter-chain anchoring rules. Simulation tests on
the FISCO BCOS platform show that compared with the control group, the model's throughput can be
increased by up to 30%, and the average transaction delay can be reduced by up to 18%. It has obvious
advantages in concurrent processing and response speed, meeting the high concurrency and high reliability
needs of cross-departmental ID photo data sharing in government scenarios.

In summary, this study proposes two optimized consensus algorithms, DLR _PBFT and
GD_RHotStuff, and builds a multi-chain storage and sharing model that meets the efficient, stable and
secure needs of cross-departmental ID photo data sharing in the government environment, combined with
the application scenario of e-government ID photo data.

Key words: e-government; PBFT consensus algorithm; threshold signature; HotStuff algorithm;

multi-chain architecture



BB L coeeeereeeernessnsesensnsessasessssasessasassssassssssasssssssssssasssssssssssasssssssessasess sns s sassansessssassssasasssanees v
ADSTIEACE aaceiiiiiiiiiiiccsnnnntiieecsssssssnsssssscsssssssssasssssesssssssssssssssssesssssssssasssssssssssssssssssssssssssssssssassssssssss I
B 1 I ZHI ceeeecrerereresennnsesesnnsessssssssssessssassssssasessassssssssssssssssssassssssssssssssssssssssssssssssnssssssssssssens 1
L1 BRI B TITE S coovvrrieeieesiesse st 1

L2 B T IMIEBRIIIR oottt ettt ettt ettt ettt ettt s et ettt en et aeanas 2
121 BETXBRENEESEIBEESEZIRIUIR oo 2

1.2.2 PBET FETR B ETFZTIIMR coooveeeeeeeeeeeeeeee et 3

123 RERGEIFRETTRIFTRILIR oo 5

13 BTFBRIIZR oot 7

T FETREE LR oottt bttt bbbt bbbt st b bbbttt betetnas 8

15 AR STLBLRLER covoeeeeeeeeeeeee e 8
B2 T HRIIR ETER coooreererrerrisnsssssssssssssssssssisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 10
2.1 DXBERBEIE TR oottt bbbt b et r bbbttt et et et s et een e 10

2. 1.1 BRBREERIIR oottt ettt ettt ettt aeaeas 10

2.1.2 RERGEETIBLEM c.oooocveooeeeeeee e 10

2. 1.3 BRERE AT A1 ZE oottt bbbttt st anas 11

22 PBFT FEIRESE oo 12
2.2.1 PBET ZEIRMEIR w..ovoooeeee oo 12

2.2.2 PBET FERTRER oottt e 13

2.2.3 PBET R B EIHEIIIL ovvooeeeeeeeeeeeee e 14

2.3 HOtSHUFE FETREITE ..o 15
2.3.1 HOtSTURE — B ETRAR covvvoevveeeeeeee e 15

2.3, 2 HOtS U G G T B B ettt ettt ee e 17

2.4 BERBEEEEAIE oottt 17
241 TAFEBEEL coovveoeeveeeeeeee oo 17

D82 BRIEBE B oot 18

243 TIBREE S coovveoeeeeee oo 19

2.5 ERIRBETFMELEM oottt 21
2.5 1 IPES STHEZERLE oo 21

2.5.2 DRIERGEMIBELE R oottt 21



200 ZREETINGE oottt ettt ettt 22

3 3F PBFT FETRBIEARAL oot sssssssss s sssssssssssssssssssssssssssssssssasssassans 23
Bl B R B BB oot 23
3.2 DLR PBET BSEAEZE ..o oo 23

321 FTEE RIS oo 23
3.2.2 BSEMIR oo 24
3.3 DLR PBET SRAR R TE oo 25
3.3.1 DLR PBFT ZEIE5RER oo 25
3.3 B R AT D B GS oottt ettt ana 26
3.3 AR BB EA L oottt 28
334 T EFNZSTIEE oo 30
B R G 0 AT oottt ettt ettt nn 31
B R A T et 31
382 BT oot 32
3.5 B A AT oottt ettt ettt ettt ettt e et et et ae et ettt e et teteaeeserens 32
3.5.0 SEISTRIBFNTEIE TTZR oo 32
3.5.2 AT BT IEAIHT covvvrverieeiee e 33
3053 BRI T oot 35
3.5 (S B L AT oottt nne 36
3.6 ZNEEIINLE oo 39

B4 E ETHAREE HotStuf f FERBIEMRAL v, 40

4.1 GD_RHOtSHUFF BIEAEHL ..o oo 40
B11 BIAFD oo 40
B12 BFEMEIR ooeoeoeeeee e 41

4.2 GD RHOtStUFF SR RFR R ELTE ooovvooeeeee oo 43
4.2.1 GD_RHOtSTUTE FEIRTRAR covvoocveeeceeee ettt 43
A v b= 1 | OO 44
4.2.3 FEERZSIEII oo 47

A R G R AT oottt ee 48
B3] BRI AT oo 48
B.3.2 SEMEIHT covoeeeeeee e 48

44 I R B G I L BT oo 49
441 TEIEIRIE oo 49
B TR TT oottt b anns 49



443 G R G AT e 49

A5 ZREEIINGE oottt ettt 53

BSE ETZHEMIIEH BB FERIERER e, 55

5.0 B F B B BT G2E D e 55

SR I e E g /1RSSO 55

5.0 BB BB TR B I T oo 57

503 T BB R A B ITE oo 58

5.1.4 BFBEFIFHERBAIN GBI ..o 58

5.2 MBC/WBC B 4ELERIIRTT oo 60

52.1 B F IS BRI TE TR T oo 60

522 MBC/WBC BAELEM cooooceooceoe oo 60

SIS - & g e ALkl S 62

53 MBI BEIRTFETIIETRERD e 65

53.1 EF GD RHOtStUFf BIEHT B EELEM covvvooeeveeeeeeeeeeee e 65

532 M BEIRTFREFIIERETD oo 65

5.4 B AT coeveeeeeeee e 66

5.4.1 SEIRTRIE ..o 66

542 TEBETTZR oot 67

54,3 S BRI oo 68

5.5 ZREE TN oo 68

B OE BEIBE TR ettt sttt s s aens 70

6.1 ZETR oo 70

6.2 JEBEE oo 70

BETETURR cvvrrerrnssesssessssssesssssssssasssessssssasssessssssasssessssssasssessssssasssassssssasssasssnssasssasssessssssesssnssaasens 72

B eveeeeessrsessessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss s sss et s s s sase s s s s s sasen 78

FEZETRTIT cevvrrrersssrssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssssssssssssssssssssssssssssssssssssssass 79
TEZEHAM] I ZEAREIR coeeererrerrnenenenesssnsnsesesssssssnsssssssssssssssesssssssssesssssesases BiR! REXHE.



F18 &R BAFRFHREFMIL

E1E &ip

L1 fiRBERMENX

5 [ XA T BUG A TGS R, R B EETFE Al B0 E S
UE D& HE i i — 8. (HA2, FEE B IS S S AW, HBL T KE
DT AR, IXAEAS R BT 18] % 4l 5 (B R OB U R . o, B4
FRI T2 181 “ Ay 7 el U o R MY b p SRR AR 2B, B E 0l 55 7 ZEAEAN
I A BURF 8 1T TR B0SS I A% SRR, BN R & I R AR (R R EdiE 1Y i) AL,
BN RRCR G LTI ZET L. X 5ESE B VB S . 40,
HE 2 BEIERS , 7 2R A N L7 FOIE AR IR SRR B Py s AR AR DR R I B 75 242
STUEPFIE,  BESRIRACUE A IR B 55 M3 AR 22 o 4T A “ Bty ™, LR e A
NRAG, EBUF. AR N7 YR W R ) EC - BURE BRG] o) g B2, sE
BLBCSS A 55 RIS 38 Kol 55 BE 2 TR (R TS B, 2 H A HL 1 BR055 5 Joe s AR5 g R D 1 i

X BBERARAE Ny — e 2w (5 1 & ol . BB A7 AR 20 A UL =R A RO
NI LA @G BT BUFSRASRAE 7T HOR TR R BURF £ T I
ST RIRE , R ORBEE S 2 22 P . FRAAPE AN TH 0SS RO TRULE [R) e B 2 11 3
fro MR, IXEREERORAE LB N AR EL, ARHE O BB SOk AW, fE5ETH
LT IS5 1 22 4 P SE AR R) IR, T DA SR AN ] 38 1) 22 ] ) 080 VA s AN g il L T R R
[ M FEN AU P BUF T T, 3R TR 2 5 XHUEEAR SC R SRR AT 7T, X e
B EBORE B E RGN Z 28, R IRITBOF AR NIZ T HeRE, #t—D
T T A~ RIPFREMNE . D9 7 P LT 055 881D 2 8] A ) 45 B3 S AN R EB 1] 2 16 R 4
ATl SR L, A B DXCERBEAOREOR itk 1 DXCERBELE N H U5 i 55 37 5 RAFAE
P8 (1 T R o % 1T X R ALk B A [0 38 0 1) (1 i (R 20 i A, A i LR SR P
PEFHREE B B A SR T B S5 AR BRI A0 . AR A IR L, X BB TE K RIAS
TRMTELLT, HREANRCREBAR, JF B RS e 1 s R, R
B NFEAEIA o[RBT 25 0 ) 5 T IS /5 oR I, DX ) SRR A5 A ok /2« AE
UEAFIRAE A7 5300, XCERBEIKIE B S B A TR 2 Sl HEMNWKL
%, BEl LUK B BE N SUAE BUR AN R B8 1803 3L A5 I B A 5 L A, o H Al
BT Z AR R BRI 7 B, SEHEE R — Ik b Ag, BSEET]. 200
HREDUERIE Y, A RAIE A A 5 2 22 IR AT R 1) 2 1) A0 e o5 1 il AL



F18 &R BAFRFHREFMIL

1.2 EARIMNARINIK

12,1 EFXRBHBFSHEFESHLZHRIR

WSS HARAE 9 B A% 0 TR, HZ2 At 5 s ot 2 B U s W A% O 1
o LRSS G Z R OGS, fAE BRI . SR, HEHIRBGT
NG BERLIHE R KUK v S5 e X RO A A e i . AT ek, Al ], & fe
HAENPAT FREIE R SR, IR ECS R i S = N R AR T AR
FORERAT, IR T BN R A5 UGS AE B U B 7T A

TEH TS B A i 5 E 0, XREEENERTT SR, K% T HE/EH. RZ%
FRRAE S AE T 4TSS BE S A R R Y, fihn . BRILEA R R . =
(i) FEAL AT AR AL FE BEAR . 2 AR REBRAA . AU IS ARG

RS BRI S R 7 7 T, KASSENPVM M 7 X HLBE T B 0SS I e, 7
X PEE I 2 b, 207 I 8 NS0 UE P DUA RACRE G W I, 4 T IXCERBE ) 25 oA RR 14
X} i R G5 LTSS IR 45 B = ELAS R . Chen 25094 H T —F1 FK N GovChain
CP-ABE 5 XEEat & 1775, W T ER S M UGEREE, 456 27 IPFS, X i
T B HAR AL T R0 RS EERA G S Z B A5 T, F IR 41
BUF RS B Z RS TR A ORI R, W 15T X R R B E B 5L =
RS Rt RV 12T X PUE ) B5SE BRI L =, it & R A 2R
B 25 I 25 M LAA) [R5 B AS e K B W S v e, 2B TR L 8 s — B0 S m s L . IR
AR — P 18 BSS B I = T 52, R daerty PR BE X198/ 0t R A A5
BRGRINIE, AT XIS R ERME T SE T E.

TEBUSS B AT AR S5 R T TH W5 22 2538 1R S0 RN X B S A7 Ak 4 4 Al T IR 2 9 o
Liu S50 H T 2T X B (S SR A7 i 45 1, SEBL TAUR B 28 8. WS —. 7
ML, R TRE LIRS A2 5. £SO LRREIE B 2800 1A
AR 3 kA8 BRASE U R I S IR LSS PR R =, IR R TS e . %2
Eelic 1 R SRV A= iy O ik LB~ S o w2 €7 7 N =T 2 Ay SO <K 5
ITHRRE, $eTH e BRE T BRI R RE ), R ZT BRI AR A PERE. R
CALETT TS T 2 A A 7%, RV R PR B 1 E AR, CHE AT
mIER R EAE Y RSN o F i SO A AL G el U R PR BRI B, s X
FERR BT — PP LR BT IR S EBIRZS R %, BB Es 5 MmN
TR 1EAE SRz

A7 LRSS HE () T E 1 B A7 i 5 IL =R AN R At a5 0 A TR
ZHHIT, AT ESS PR IR EEE i S R 4 T E MBI SRR



F18 &R BAFRFHREFMIL

1.2.2 PBFT iR E A IR

ILRFEAE NIRRT X P R ARNZ O, FELEFR A7 2N 25 0 1075 58— ok
HHEEEN. B3R EERE G X P, AT 7 8 =328, PoW(proof of work)
FYEITIAD PoS(proof of stake) HyEUSTH T A H 55, FA X HEE Nl H B AU AGE IR
7% DPoS (delegated proof of stake) HyE), XfF PBFTRUI{RELAN RaftPOGR vk, T
F TR BER . ARIEECFBUMN R E0R, E K AT B B TGS s
G & e i B A o PBET FLARAE IR B85 N H #5223 IR A O TR AL, 1E
HIER E ) RE NG T FH I EE AT . Hag, ST Z IR 2405 PBFT
FEVR BV ATFAE A5 52 2% 5 = B VRIAR J 1) 4 155 ] R

PBFT JLiREERTEH, AR XA RS 7 — P o7 38, RIS tfig ik
THE G R A, o e XCHBE I R R R AR AL T BRI . AE RO R 4%
H, R A IS AR AR 28 1R, PBFT VAR ORIr o0 A1 AN 4% B = 5 #ir P, HBE
B ABEREM, @EFEREEAIGIN, JLRAE ST, B2 238l
PBFT stk DA HIE H T RS I X PUBE R G . AT MASEENLE] . R
WRAEESH . R AEETT RIR E N S X PBFT B et 77 %

FEAZZAENLHAITT (R 53 7 T, 3t S PR B TE 2 PP I 3l A X 327 kiR
Fk, I NGB VPN LT AT AT SEI VPAl, 455 I TR R 1 Bh A R B RS
EAE, [FIBR A TIRUEARE 7 = HOR, A& S PBFT AN 5 i@ fER R 3%, A
RBEAR TS ITEE, $20 7I0RER . B PAERE H RC-PBFT &%, FETEEMEXS
AT, PCERGEARZEN B2 50 NERE, 40 TR EE, ERIEYse
PRI T, BERRTEGEEREEILRMNE, FESEREE T SSE 5152 LH,
Bt O A gk U7 52, BRI IS A LHI TR AR Y A, OB S AL R
Z 5N, 27 TR RERE NS RIEME. Gt UR T [ ET 20 RO
ot PBFT Z 23R EE, KA D W OESAEE, BO0EW RURHEFILRE
%, NG)JET RN EIREIE S FE, il 2 SO A O R AL R T
OILRI M 5203, BN BRK 7 A2 217 @ E 7, SKil 7 Ry RIS
X1 B S5 02E AT o0 ZHAE 20 SO FE S 2 5 4 (CBFT) R, EeRYE T &
15 B0 T sk AT o0 41, FRAE S H N AT R IER, d5 5 8 20 8] [F] 20 Se a4 ey 3R,
AR 7AW EAIR, 1—FF T RGEERIETT S5 FRATE .

EAEEE S RS TREBEGTTH, PR 5 AT U P7 SeAT NI @5 AP s
B, RS S A TR S IHRRGE, SRR S A AR, FERALAREY)
Bl DA E VI R T B TT A R3O H R T R S AR ) ik
PBFT 5%, H5 RIR(EEER 0 H, ARFAABARPILRIRTT, BT 7R



F18 &R BAFRFHREFMIL

K, XI9E T RGERET B RE ) . B RUEEBOSE ) T CD-PBFT (credit score and
dynamic double layer practical Byzantinefault tolerance) =3RS, KA » Z 45 /A0
EEENH], SUZBER LI AL 5 WA L SR IFAT, EEENIRIFE BRSO 5, S
FEMECT PBFT SEHL T PERE BRI . 28 RORSEBOR i [ BTk Raft 5 PBFT (XY
JE3LHEE DL_RBFT, EJERH Raft Bk st £ mik st 5 HE RS, FEKA PBFT
BEORBE LR R — 2o, BERIH 1 Raft BkiE £ &2 Fa IR, k3% 17 PBFT
FOERAE . =N A, ERCET A SRR A . TR E S ULy
M5l PBFT JLiHEL%, 42t BC-PBFT JLilEk, Sl DM HrigHEEERE /1, X5
(AT AT TR PE VPAL , 2 VRS R A A, SICHIUX S0 i AR U0 5 B
[FEIARAG SRS, 18T T R R et S HiE NG
TE S RETH, BWNREPIET k-means TISHIL, 57 3% W& E 4 517 NE
HEBEAT B A4, #H T k-PBFT (k-means-practical Byzantine fault tolerance) , SZHlZ%
A RSN, RO IR B 5, Mk T A SRR R E R 5 A . A
JRBREFBHFRE B T 10 (5 1838 BT f{E 2 1) PBFT JLRGE, Bl SRR
RAGREIEIR R 7 AARIERE, RBEBUCER . SEE W RS 5ILRERE, jldim
FREiR; RN LAIERE B, &IFTURTHALR, #— B RREEIT, IRTHIERAE.
TEIAS FURE TR AL AR B DD # AL | o Golan-Gueta S5 P75 i = 7 fUREE T 55K
ERTHE, FHRATIRZE A B M EE TR, $#&H 7 SBFT (Scalable Byzantine Fault
Tolerance) k. Yin Z6P°E SBFT HUZEMAN FabfTolidt, M T HotStuff Hy%, f& %0
IKEALHIFRTE T IR RE . HotStuff 1E 958 — MM HAA LM E 2B R BFT Phil, H
O Diem & FKENHET A2 H . (H HotStuff 783297 sk 28 ML 7 . 254
SUETT TR JAS M BT AT AR AE 0 . FEIX 28 n) @R Al b, A et 7 — L5
HARE W, C/BIUEE I 5 E PR B8, IT-HSP), Sync-HotStuffl*?), smashingl*!IAl
NWHH, IR RRAE M RE AR INAR R 4, RISk 1 HotStuff [A1 I 14543 7] & o
Xt HotStuff it et 3 22 R A2 T H A 44 7772, Boldyreval®IFl Shoup i Hi 125 44 714
H HotStuff A 1) %5 44 7772: 58 =i %o GiridharanSifi F — Rl B R &84 7 ZE T
— NPT B HotStuff #7030, (HGI N T — AR, 3G hn 7 A & 28 AN E
[F)HF4H - Neiheiser SEH0IE HOC T WP IGIE T DA B 300E . AEMINAIA I 9 BEAR PR H0 0 2 144
ER, HFHTAHERZHEOT, RHEIRELEAR, BEWA 2B BRI R A,
X} HoutStuff 315 I A2 1 i « HotStuff /E A =M BUW 3R, HAEREIRTHE Y
BRI JE AL H) . Fast-HotStuffl>%l, Jolteon*81F Bee-Gees“L A5 1 b EX i) 1E & 175 Tl R4
{EAEAR B B el b B OEAE TF A . Abspeol SRR R R UEBH - AL T,
HotStuff Jii /> N B A LV A R B . Levrat #1 Rambaud24& H 7 —Fh 2 A



F18 &R BAFRFHREFMIL

PERL B A B P BT B BET, A B — ARk g AR 280 2 Z0IE W (PnS) 8T BIE R 5, SE3l 1
AANEEEE R, HHMEERNEREN O (n?) .

HotStuff-2511, Moonshot!315% FH AR AR N ) S5 W fa 44 I s S U Ae Ik, (H R AE M 2%
WIRZERE T, HMERERIAE . MarlinBY7E 38R A SR A2 B 2600 b, AR
AR SR, SEL T AT B OGS, (BRI PR 2% o PikelSIE Marlin H2EA |,
St =ML D)3, SRaE S L B DI RO, SE3L 1 Sl 548 1) A R RS B B i
5, BEMERER R TR KRIIR T .

Xu ZEBTHE IS LA Commit B B AR s 2007y, 3R HY T X B IR 5% SGPBFT,
WA PRGBGSR R, BB R m IR . AN CERSR T ILREL MLH, MLH
W EIAZ E ST OS], B S TR S 5REEBL R T X NHEER
ARJE, M MLH SF5AE S B D) B D0 T AT IR $5 Ze 108 (5 B A% LA - CHENG 255
A2 EIEMATERIRLRHLE], $EH T Mp-HotStuff (Multi-pipeline HotStuff,Mp-HotStuff)
FOREE, BERTT AR, (B E AT I SRS R D RG R Y T B e K
2> 3 F A5 8IE Fast-HotStuff 54 R EEA b, 10 ok 119 U LR 903 VI Hum AR
i — 4T R AR S 2 TR IR I X B, AR, — AR B RRAR 1 R iy
G, AHSZSEIN T X HEE > SRR .

LRI, R4 T HREEARAE N R R . B0, 2RO R T RS SRR,
RFFFHETT RSN BB R, MELUERCEh SRR A XIS, 35 3
BT RILR - 52 e CLOR IR . 55—, (SRR AR ARSI, 2 800
A EEI TR BV —, SRZX UG EAT AR 42, HEZEEERH LA
g Rf, PrBChBe IS, MELLRN T it BER SRR 0GE. B, SRR
THEERC R I L, DA S EEZ AR Rty Ak, RS IR mIF . IR
LRRFETIIERERIIAE, k= AR IR S 2Bl , MU PRIESE
FESEBRIH] A B AT EEE o X HotStuff R At R EIEN 5, RIFAAEZ A TERE S
TR, 2 T BRAE KL A 2 55 S BN H] o A%0Co i AR P AE 3275 Rl ade 28 B A A
W, SRZARAELL . BRI, A5 I S AR A R R 5 ]
A, LR AE . m AT A, TR AR E . FhIR, SRR T PR A
ZHREG%Y, BAERNBIEREED, FEOCHEIHBON, S5 HRET /AHE 3%
o BRIbZAh, FREENBIKINK 2, HELZBREEZ, 1 8E AN 2 1Y
ST, WEARGE IR, 4RGN, WEEERE BT, BALMELSK
M T, GrtE SN EEAR SRR, Toiod B R AT AR, e DA 2 s I ok
S BT 7 K.

1.2.3 XirigEFER ZRARIK



F18 &R BAFRFHREFMIL

DX HUBE A7t B PT9 JR PEA 1) £ X BRBEHOR )32 B DG H BT IR oy %8
By NEE FAVEEANRIZS: BE 5 RIS R Ak X B P AL R R AR B B AT
RPN, O ET EH R REN — AN ERITIRE, BRI ARGIES . B85,
FE4i BRI R S T R 1 77 2258 BEAN T RSB/ R G S LAR 5 B
AR AR, B AR SN B AL B E A7 1 01 5 B OR KR 22 2 v IO UE AR EE S, R
BIEIRASIBIE, L8, MEE. SRS WD 2. A O E A
B L T BESMEE R IPFS 77 %

TERE X BAZfE 2> B 77 R 75T, Wang ZEOHR H —Fh S TR E Q MZ% (DQN) )
A7 AR R A5, AT ahaS AR v 5 — B, USSR IRT R, e X
PO AR 2 . SEE B XS R L, 7R [R5 44 =k 78%,
T EIRTT 33%. Guol®EE 4 A T By i S MUK /INI) 7 A2 i i (BAFS) |, #
CERRTEHR U7 A 5 KN R B, AN [FSRBIERsL i s A7 5 58, B ORAEA%
TR R E SFIH, e X RS H KR . BAFS MAIH &2 T8 E
JSEE s T I R M AN AR R I T T R A PR 7 TR B S AR RN, R G AT RS T %
PR o Jia SFIOIE LT IX BUEE 70 BRI ACEAR AR A, R A S m =LY
WBR 2% I (ELMD AE R a3 28303 . ELM AR B 3 40 5 ey Ak A 28 0 53
REAE, WAORAPAE T LB o AL DB A BRI IRV 7 MBS T4
TVEASHESS, FOVFTT R 2 A HIAT A e AH DG I AR, PPA B T- BB . BOARRALE
TR ORHRRFIE S D7 SR L BRI B AT T SR AN AR AR, MR SR A
HAE B OB . BT I BB, ARG R 5 U5 inl P Re

B 5 3 X HREE AT I8 4T IO ST X B, 38 B R4 5 SR, SIS 1
PR 2K BE IR 22 A 5% . Singh SEONE A7 it 2 ATV BRAE 0 I SR, ] el = X B (1) 47
it AR IFSE T v et . Yadav S¢S L T-OEE (R o 77 %8, I IXRBEROR$E T £
H G B A S AT R YRR o IXMEARHE S A T B S B, FREAAAE T AT
Vi e, MG SRR S EE (g AR PDF R AAR SR o X Ff
I3 BRI PR EBEAAAE VAL, LS R = 2 MRS S G 5 &
BRI R0 IPFS, SN A G4BT FFI8, PRBEREFA L 2 4r . SEIR g IR, &5k
KL T R IR], YD T R REATAE T oK, 2 DX Ty A (T R RO &
Li S5O H T 7] 8 e A1 X )87 AL B 254 5 A0 A0 BUm) PEG L, FAA (N Ak P A b 2
WS IAUE, A<t F S0 5 H AR G R A0S BILE . AR PEG PhilGaEd )2
P B ATE N GET S M IRIUE A et ARHhgh SRR , Bk ) E S 3t
ZH TG BEANE

P T SO TN S R 22 BE LR U7V MC-RHotStuff, 715 LRI/ AR HEAN
T AT SR, R AR A LR A S kT A, FRSINIMEBENLH

6



F18 &R BAFRFHREFMIL

SCIRUEM, ZITERINA RAENAE S A E S EIRER ST 15%.

B U 0S4 [ B\ AR (0 6 SE A B2 HH () ABC/TBC XUBE 45 M 1277 11 ABC #5 )@
THRAE, VN MER, TBC #iE T A%, 103 ABC 2 BMNZHEE. %X
BEAS R BENE A RUERBA RN LA B 3L .

BFRC R G0 (IPFS) 1N I $ At 25 O AR IR S5 S A AR DR 7 SRR B [X e
FEAEBRAR . TPFS I AR ELEAE DXCERBE EAFAE RSO, i A i i 7oA 210 2% 88 ot i il A7
fi, JHERIMERGA (CID) S5IXPuaEaEs:. XA77 URERe FRACEE AR A . St
PEIZAK, SCRERAOREE IR e B0k . AN ] g 000,

Medina SEUIHEH TRl AT H 2 5 im0 X BV BE A 4, T I RE B B A7 ik 1) S
KRG EAipiR Y IPFS AT &, A3 R GETHT it 25 B M e [X B o 45 3 55 A ik AR 1Y)
R, %07 S RN 0 o 1 B R AR, Wl DR S B R E HL A S IR . SR, Kaur
SNV U TPFS ME O RBEAF 7 5%, DABRARXHEE Y R A . S ERE EA7 %
TR G, %77 RAAE X PLEE il sl rm s me oy, KiER> 7 AR K
TR BIHTER N 2 B R G I X B A A7), 2RIl I B R Pk
AR TPFS [IAFAib T80 S X HLiE EAF ARG 7 B, IR A et i) Shamir A #3857
SR Ty Bl o BN A BT AR n AN EEd, 32D BT SR . X
ey s LA B A . SR AT R SRR RAS,  IE R RO XA A PR A

LR LR, Z A E A XY S5 e BT V2 BT, BRI RRE 05
T R BE A R BRATE TEAR D, DR AR SORG AE A 45 (R it _E A S R A T Kt A i R A A A T

1.3 ARAHNE

ARICE MR T T B S HE A IR B A A L AR T R R S R
X e T ARSI UGS TP SRR AT “H I 7 BB e, 4R T A RiEfH I
Bl A7t 5 LS I e o) @, AR5 )R U 3L = e A ROR T T R P . LR ARTT T
X BRBEAE B G A7 0 5 L AU IS, 0t IR AR R Z, B X O
SR FE MR . AR BRSO, IRYEIR R B m AL IR ELA 7 ok, X PBFT
SRR BAT I TT, 455 Bk 5t, $RH DLR_PBFT 3R 5S0EHM GD_RHotStuff 3t
WEL . AT IREER A% S5 LM, W& A6k 5355 MBC/WBC 2488,
FE R TR IR B IR HE R A7 A I L AR . A SO R A AT

(1) F7 PBFT HAREEALHTTE . S 11 R 45 22 v A% 3R A HE B8 A A 3
R, MR R OISR IREE, RE R S LA SRR LPUERET ABET) . ml
& BLS [TIREE4 . 9 R0 BN S5 2EHLH], &1 DLR_PBFT. Wit*fHses, 5%
ilE DLR_PBFT 7E3LiRIN SE . A 2 A HT AE R IAE .

7



