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Abstract

With the deepening development of agricultural mechanization, the quality supervision and supply
chain traceability of agricultural machinery parts have become increasingly prominent, especially the
proliferation of counterfeit and refurbished parts, which seriously affects the quality and safety of parts.
Traditional traceability systems suffer from problems such as data centralization and low information
reliability, making it difficult to meet the complex demands of modern agricultural machinery parts supply
chains. Therefore, this thesis proposes a blockchain and IoT based agricultural machinery parts traceability
system, which guarantees data immutability through the decentralization of blockchain, and combines the
real-time data collection capability of IoT to achieve full process tracking of agricultural machinery parts.
Ultimately, an efficient, transparent, and secure agricultural machinery parts traceability system is
constructed. The main research contents of this thesis are as follows:

(1) In the full lifecycle management of agricultural machinery parts, data privacy protection and
storage efficiency are two key challenges. Firstly, this thesis proposes a data layered encryption scheme and
optimized hybrid encryption technology to ensure the privacy and security of data. Classify the traceability
data of agricultural machinery parts into two categories: public and sensitive data. SHA256 algorithm is
used for integrity protection of public data, and optimized AES and ECC hybrid encryption algorithm is
used for private data. The AES key extension mechanism is improved by introducing dynamic weighted
XOR and progressive enhancement strategies to reduce the correlation between keys. At the same time, the
calculation process of encryption rounds is optimized to effectively balance data security and system
performance. Secondly, a "blockchain+IPFS+database" on chain and off chain storage model suitable for
agricultural machinery parts traceability system is proposed. To further optimize storage efficiency, the
block header and block of block data are separated and stored on the blockchain, and the large amount of
traceability information contained in the block is uploaded to IPFS. The experimental results show that the
optimized hybrid encryption algorithm proposed in this thesis reduces encryption and decryption time by
an average of 62.5% and 24.0% compared to traditional ECC and AES+RSA, respectively, and is suitable
for efficient processing of large-scale data in agricultural machinery parts traceability systems.

(2) This thesis proposes an efficient blockchain Byzantine fault-tolerant consensus algorithm (CT-
PBFT) based on reputation integration and dual layer parallel architecture to address the problems of low
consensus efficiency and high communication overhead in the traceability system of agricultural machinery
parts. This algorithm divides nodes into upper and lower layers through a hierarchical structure design,

achieving parallel processing of transaction verification and block generation, significantly reducing system



latency; Dynamically evaluate node performance through a reputation value evaluation model, prioritize
high reputation nodes to participate in consensus, effectively isolate malicious nodes, and improve system
fault tolerance; By using an adaptive selection mechanism for the main node, combined with reputation
value and weighted random algorithm, the main node is dynamically elected to avoid malicious node
manipulation and improve election fairness; By optimizing the three-stage consensus process, the full node
broadcast in the preparation and submission stages has been simplified to one-way interaction between the
master and slave nodes, reducing communication overhead. The experimental results show that the CT-
PBFT consensus algorithm reduces the average latency by 64.4% and 48.3% compared to PBFT and CD-
PBFT consensus, and increases the average throughput by 63.1% and 34.2%, respectively. It has lower
consensus latency and higher throughput, providing support for the performance optimization and practical
application of agricultural machinery parts traceability systems.

(3) Based on the above technical solution, this thesis designs and implements a trusted agricultural
machinery parts traceability system based on blockchain and the Internet of Things. The system covers
multiple core functions, including on chain data recording and authentication, efficient management of off
chain big data, generation of unique identification for parts, anti-counterfeiting verification mechanism, and
user-friendly query and tracking interface, achieving efficient storage, information anti-counterfeiting, and
traceability of agricultural machinery parts throughout their lifecycle data. The system was applied to the
traceability of key components such as engines in a tractor enterprise, and the application effect was good,
verifying the traceability and anti-counterfeiting ability of the entire process data. The system can operate
stably and provide efficient traceability services for agricultural machinery parts, providing reliable
technical support for transparent and trustworthy management of the supply chain.

Key words: blockchain; Traceability; Privacy protection; IPFS; Consensus algorithm
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