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Abstract

The deepening global digital transformation has established the internet as critical infrastructure, yet
its inherent vulnerabilities and lagging protective measures have amplified security risks. Concurrently,
increasingly sophisticated and covert cyberattacks expose the limitations of traditional defense technologies
that rely on historical signature databases, which struggle to counter novel attack patterns. While deep
learning advancements offer new pathways for intrusion detection, their application in this domain is
constrained by data imbalance issues. The scarcity of low-frequency, high-risk attack samples induces
majority-class prediction bias in models, and the lack of representative samples in zero-day attack scenarios
further degrades detection efficacy. To address the dual core challenges of data imbalance and poor model
generalization in network intrusion detection, this research first focuses on mitigating data imbalance
through innovative algorithms that effectively resolve class imbalance, inter-class overlap, and noise
interference. This approach not only enhances existing detection system accuracy but also establishes a
robust data foundation for next-generation intrusion detection systems. Furthermore, the detection system
design and implement using the improved data model demonstrates superior capabilities in countering
emerging network threats. The principal contributions are outlined below:

(1) To address class imbalance, inter-class overlap, and noise interference in network intrusion
detection, a Dual-Validation Adaptive Weighted Oversampling Generative Adversarial Network
(AWDV-GAN) is proposed. This method enhances minority-class recognition through dual-validation
noise filtering, adaptive weight computation, and dynamic adversarial mechanisms for high-quality
synthetic sample generation. Experimental evaluations across nine public datasets, including NSL-KDD,
demonstrate that classifiers trained with AWDV-GAN-generated samples achieve an average Fl-score
improvement of 4.61%-5.33% compared to traditional SMOTE-based approaches while maintaining
stability under extreme imbalance conditions (IR=85.88). The method effectively mitigates decision
boundary ambiguity, as evidenced by a minimal performance standard deviation of 1.12% across multiple
classifiers, highlighting its exceptional generalization capabilities. Ablation studies further confirm the
critical role of dual-validation filtering and adaptive weighting modules in performance enhancement.

(2) To overcome limitations in feature extraction and generalization, a Hierarchical Spatio-Temporal
Intrusion Detection System (HiSTIDS) is developed The model employs a multi-scale feature extraction
framework to integrate packet spatial features, session temporal patterns, and network topological

characteristics, enhanced by a gated attention mechanism for adaptive cross-hierarchical feature fusion.



Evaluation on the CIC-IDS-2017 dataset yields an Fl-score of 99.905% for binary classification, with
multi-class detection performance showing a 1.6% overall improvement and exceeding 96% F1-scores for
DDoS and infiltration attacks. To address concept drift, a dynamic incremental learning mechanism
combining elastic weight consolidation and KL divergence detection is implemented. Longitudinal testing
confirms its capability to preserve historical knowledge while significantly improving detection metrics for
low-frequency attacks, ensuring sustained operational stability.

(3) A deep learning-based intrusion detection system is designed and implemented through
comprehensive requirement analysis. The system architecture incorporates four functional modules: 1) data
acquisition and processing, 2) intrusion detection, 3) visualization, and 4) system management, forming an
integrated real-time detection solution. The implemented system demonstrates robust performance in
simulated penetration tests, with a false positive rate below 0.12%, confirming its readiness for practical
deployment. Through hierarchical spatio-temporal modeling and adaptive learning mechanisms, the system
provides end-to-end protection from data collection to threat alerting, delivering adaptive security support

for complex network environments.

Key words: Deep learning; Intrusion detection; Feature extraction; Data imbalance; Data enhancement
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EN IR REYVRE S lID b o = B v e o [N A D DN € SR A B o O N R (B G
X BURPE 5 S FAAE I IR (R A ROR AR o B0 =4 i W4 28 A\ AR A A7 ) 5
Ya AT HTABL AL AL RE J1 2 P KA O R, ASHIE FCIE I R GE kAl o5 SRR A, AEEER
5 SEERR M S OB SR . B SRR AT I, S8 G SRR SRR T A
FERNAT i SRIE) B S M s TSR R, X — SRR T 1 AT R il 22 4t i) HERf 8
R ERT R X 28 NAR AT RGeS 1 B Ak Ail . LI, ST oot I AE A T A 1Y
Rl 2R 48, £ LK 78 (X 2 ey T R B R AR 3 o e iR A S B A S A i (1 Bl
HHEST, RPN RADNE B 2 &M T ERBERE, TR ER. e
A 2 e A E L E

1.2 EARIMNARIIK

1980 4F, Andersonl®7f (ITHEML 2@ iniE SHA) & B IR RS N EZ R
IMES, F2 i & ot H B0 0Pl B2 RS T, TN T & T ENR A=A
(Host-based Intrusion Detection System, HIDS) W5 yis. 1987 £, Denning 5P
Huke g 7R R AR, A R AR S e G AR S B ], ST TS
P8 BT NI, A SR IDS ZEMBETE B BRIl . 1990 4R, NN RS RAE R )
REF BT R A A 28 22 4= Wil 248 (Network Security Monitor, NSM) & VX BT R UG
W& E, TLHRi& BRI AT IR R &, PREEE TN AZEI (Network
Intrusion Detection System, NIDS) $iARIERE Ly sFEEE, ERFENE, RHRS
AT FAN EE 5 FASRHEILES, e m e 2 H 2058 AL B i ko il 25 s
BE TR, XRS5t 5w s SR8 772

21 221, HLES I BEAR AN IE N Hr 868 . 2004 4F, H T34 7] EAL (Support
Vector Machine, SVM) Wit & 43I AE KDD Cup 3e 38 R I SRS L, J0E T 4iith2e
TNEAERHE ARG MR 20 5t RO, SR, LR IR B A AR B R 1t S
Gy A AL ] IR T ™ 2, B 407E CIC-IDS2017 #E 4+, DDoS Kb FE A &7 LEAS 2 0.3%,
SHAE G I H P R . SRR AP I R A AR T B AT N
RN S B, 15/ BERFEA I SURFEAE LA 7843 5 S U0, X — PR IR S 7
BRI 58 . A U A ST S LR TR A, HESI AR IEOR [7) HIE N 582 A
ﬁﬁ?ﬁiﬁ[ll,lﬂo
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1.2.1 ETH285F IR AR IR

TEN RIS, HLEs 2 2] I L B AR & B SRR AE A Ak B0 AT RS 20 v A
RE 15 % DR R A3, BT b, AR GeHLES 5 ) B RN AR AR A%
117 T I 7 4 PP 6% S 0 e AAF 2 B IR Sl ) ) 04 Allsajri 25 N DS MY (1) 6 - st A% 0%
(Genetic Algorithm, GA) 5 SVM [JIRA A, 7E UNR-IDD 73R a4, it
GA M 42 LR IEFFE A TRk t 29 D OCBERHE T4, SEIL T 96% Mkl KRG FE . 75 %r
e B, ZEEEEEN TCP-SYN izt Bty i L1434 (PortScan) & R4 Bl K8 4t
— IR k7 SO, RIGUE TRRIE R N IAE S, (BRI IR B R
W2 0 AT 55 RN R Mo 5 2R (R AR 20 A0 22 57, BURB AL AE 5 82005 258 S DK i s
IS0 TR ) B o X 120 SRR i S AR AR SR T B A 2% P B AR T BB AN
RS I A 48 R 4 R DAL 2 2RI S, TS SRR RE R AR G K . il inAE
UNSW-NB15 $¥54 F, JRIRKFAELERE N 42 § R 2 196 1), SVM YIRS 8] A 3.2 F0 ik
WE 218 BN, Rz, #R O R RHIE R B R 4a 4EfS, BT St R ), #0m]
REFN R BGEAT R CR AL, 3E— 5 ] 73 23 S BRI PE o IX IS B2 5 R0 IR At
T &, ARG IR PRI ER N 37 50 R IR e,

N T ARTHE R SRR, Al 28 NDTZE CIC-IDS2017 #t#i 424 5] A SMOTE id Kk
FROS, ZEABENLARFK (Random Forest, RF) AR ALK BRI A6 MR HE T 2 97%. {H
T VEAE DB R B 5, 19110 Heartbleed LAY 11 MNEEA R 5 R AR AE T )
A B, LA AR TR - SR DA R T 28 A7 s R 28 25 % YR 52 PR AR 53 1) S e A 0 75
Ko

EE G B IR AR 51 580K T JE AR, Talukder 25 A DOV 52 B 2 42 R AE 28
MLSTL-WSN, ¥ H SMOTE-Tomek Bk & K AFEH AP WSN-DS £ #i 42 , 3545 E XGBoost.
LightGBM Z5if FEHETH 5L, FEARIE 96.78%o kG A FEE 1) [ ek 65 A5 78 4 P B[] 24K 40%
SR, IZAMESEN B I GBI I B 2 By, 91 APT 2 B Be G U RRAE S B 7 A
A, A BN AR S SRR 22 2 R B AR R BR 1

MEWR 2 RER - HIRERIE, =i EdEEZAE 1. Hossain %5 NP# T 4E
F% 10 AN A FEEAR MR RF. XGBoost S5 8 [1 5 3880E M 14, & B RF £ WSN-DS #(#&
£ I Fl-score i& 99%, {H7E SIMARGL #(#54E TFF & 92%, K WIRHIEZS 8] 70 A1 25 7 23
EHIGBERIZ A RE . X — R IRR T T LA S NI R S AE B4 W 248 2R 5
TG A R Bh L, RIS SR IER A 5 sh A B 20 R 18 s yg Y,
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122 ETREF PN FERRIVR

TR SN 5 2] 738 AR NAR AT I AT AT 6 35 3t Jee, (E L JRy R A 70 5 4 P 2% P 35
Hairh o #li, SVM 5 RF BRI THRRE TRE, MDA E IE N 3 B E 4
LA 2 RIS, [, it o AN 5 T BB A 7] 22 20K, AR L7 ) TR B
SRR T A, TG T BT K S RFIE R IS B — BRI o IRE 2% 2] (Deep Learning,
DL) it 2 R AR LA e 5 3 5 I B WAERAE, ok ik R4t 7oe . %
F 2% 31 5 AR KT AR P 32655 T A% 0o e 0 5 X 4% 22 4 Jg B s i 75 SR A R SRIE TS, A
Rt R4 A B i 4 . ARZe M AN AR M N R 2 5, MRS ) 2 R R4
B B AT A5 SR R AREAE R 1 B A 522,230

B A W i S A 5 5K, Hnamte 25 NP4 7 DCNNBILSTM VR & 4578,
IS CNN SEHUCEHE A 3AT 1 e AEa, Bi-LSTM E A £ It 52 1 X i) BN P4 3t
7t CIC-IDS2018 i #54E L%} DDoS Hriti SEEL 96%o il 2% o {H 12455 5 PRI XU EE 94 26 45 #4) 3 24
THEE R ERY, BROHERRIN [R50 40 CNN BRI N 2.3 £, MELLEDZ W &HE . Yin
S NBHRH T —FhEE TR 2 X 25 (1) N AZ R A58 RNN-IDS, FJFH RNN HHK 57 0
12,58 77 BN 25 38 5t (P PP ARRAIE . B E I 22 2 RNN S5 M3 B & P 1 B R SO e
R, MMM E TTHE 55 I RSB VIR THERE . 7€ NSL-KDD #4545 F, RNN-IDS [
TERRIER] 97.5%, BAEGE 7L R T 7%-12%

UbAh, AL I B A U B o) B — AR R ISR [R], B 1 AR SR 3
& HE, {H RNN-IDS X} e B ik Ut s, HAR S BB EOR, fE T2 R
PRERE A ER 3 I T T H AR ] R . Qazi 58 NP0 — 2 JF & T HDLNIDS HEZE, 454 CNN
5 RNN, 7£ CIC-IDS2018 ¥4z 4 I DL 97.9%#Efff 22 SE I i A5ka 0, {8 ) 550405 40 A1 i
B & REA R, (EREES (A B R IR R B AR 4.1%. B, B0 T Reak s
SVRE ST T — R BEP% 2. Hnamte 55 ANPSHEH — M BB G454 LSTM-AE, 56—
B Bl B g bD 2t TR aa I A AT P 4, REOCEFIE R LBRIIREE. MR
I AT L2 X 268 %] B 248 ) PRI REAE R AT B 3 A, F AR SO AT RIS, SCHes
AEZERNEST, H@EdSEARAIRFZ RS £ CIC-IDS2017 £ K £ 573 KAT
%1, LSTM-AE [{#ERGZR%L 5] 98.2%, XF Botnet Al Web Zias (A I 243 HI4R T+ 2 98.7%
197.5%. SE—HIAGHL, BB REFIRRRE . A, SIS H R
) HE S R 46 K 30% , Be Uk 7L %R YR AL AL . Kasongo & N PR T
XGBoost-LSTM (3 EAELE, @IS XGBoost A ik S HEARFIE, LSTM 3 & 5 g I 77 5
3, TEFREE SR R R ARR BRAR 12%. SRTH, RFAEIE BT FE v] B F R O 204 (0. 57
WAET, Flwnm DMK S, 2SN R R B, A, Wang £ ABY
PEAY 2 PR FE 2 S B E CSE-CIC-IDS2018 £ #i 4 L R I, &I DNN 5 & A S 6
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E, HHEABESNZREAE, ok N 280 B A A% o B2 BB 3R 7 5L Rl 37
HOUARM, Qazi 55 AP HDLNIDS HEAE 52 (R T [A & S 40451, Joid Peidine S & 77
R, R8s > S8 HhoR Y Sk AT 5 I TR) B I8 8-12 Z34, B AL hn 25 ek e A 22 bl
Z EHE 15%.

IX AR R 5 S HT B AR IS R ORFE IR R B o) SR SR L FE B R BR
TRl G Z AR ) NSRRI SOD SR Rt B HOR IR AT SE IR -

1.2.3 MR R BHEA T En A IR

FENAZ RGN 538, H5 4 S8 ) A1 4 72 i 2R P e (A% D Bk 2 — o (B GHLAR 2]
TTEMFEN THRAE TR S S M ECRIEEOR, BERZE AR -H /NS HE 2 Rt HAE S
EnE R E S R 5 A, B D EER I R R RHERR B RE A 2B FHEE
T RIESE I J7 VRIS A O M 2% 55 H Sh AR A BUREAS, S5 2 RS R IE AR 3 i
TET & R, AH AR B A R 32 FASOR 1 5 A vt XU AT B st Siz o N FH 2GR 32

TP 4% (Generative Adversarial Network, GAN) & —Fh3& T X Bl Zr IR E
AR, A GRS AR R AR R R . I Sh A IR RS AL, B AR R I A K
&R, Yang 58 NBURH T —Fh4h & B 2 4 A5 5l B 70 A8 A2 BNt W0 245 (1) =R A T
{% SPE-ACGAN, #id ACGAN X /DHCERFEASEATIERAE, JFilid SPE X 2 B pe At
ATRRKE, T SEIHE 73 A -7 . FLAE CIC-IDS-2017 5 CIC-IDS-2018 ##la 4 & JF
NEAATH CIC-IDS-17-18 #di4E, FEAE R4 Fli T RF. CNN. GoogLeNet
J¢ CNN+WDLSTM #5284, seib 45 JK B, SPE-ACGAN W47+ T 0 ERe, i RF
A [¥) Fl-score $2 7+ 5.59%, CNN $&7F 3.75% . &I IAAEE ATz sn N REDLH 53
(1) & e . Abedzadeh 58 AP H s Ak 2% > HEQE (Reinforcement Learning Framework with
Oversampling and Undersampling Algorithm, RLFOUA) , ZAEZLBNAAL FERFEEL FE,
TFEEG B A R R S AU /> R . {E CIC-IDS-2018 £ #i 4 ik 2 1 98.4%
FIAER 2 o Chui <5 B H =Fir Bl A4 e S SMOTE-GAN-VAE, 8 I iR & 1 KAF |
GAN 4 /% 5255 A 4wl a8 44, 7E NSL-KDD $#i 4k b SZl 91.9% M ks g . SR,
WITEE R FEA S 1B R E R IE SR EIA 27%, SRR M . BEXS ),
Cui FE NPT T GMM-WGAN 152, 254 SR & 5285 Wasserstein GAN A il 5t
TR AR AR, 383 CNN-LSTM 43 225 /£ UNSW-NB15 #4545 b4 Fl-score #2 T+ % 96.2%.
{HAZAE R R ZE RIS 2 R IE R, X APT 2 M Be Bt s AT A7 AE IR 4

FERE—BWIUH, Abdelkhalek 55 AB815| N ADASYN-Tomek Bk & RFEEFAR, 457K
LR L% (Deep Convolutional Neural Networks, DCNN) 7E NSL-KDD %44 [ 523
99.8%I1) 2 73 SRR . SR, AR UG N B A& W B TR 2 e, HoE



