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Abstract

Under the impact of new technologies, how to deal with the challenges brought by the development of
new technologies such as the Internet to copyright, balance personal interests and social interests, protect
copyright information and ensure the dissemination and use of information is a question that needs to be
pondered. Strengthening the research and protection of copyright in the online environment is an inevitable
requirement and trend for the development of the information age.

The Eleventh Amendment to the Criminal Law has indeed made a positive response to the criminal
protection of copyright, strengthening the criminal protection of copyright through a series of revisions,
making it more adaptable to the new requirements of technological and social development. However, in
the face of various new types of crimes in the online environment, there are still many difficulties in the
application of criminal justice for copyright infringement crimes in the online environment.China's criminal
law protection system of Internet intellectual property rights, especially Internet copyright, has a reality of
late start and slow progress. Since the Criminal Law Amendment (XI) came into force in 2021, China has
officially entered the legal level of criminal law protection of Internet copyright. However, the relatively
rough legislative design and inadequate supporting judicial interpretations inevitably lead to difficulties in
judicial practice. The difficulties in the application of the law are mainly reflected in the following aspects:
in the online environment, the dissemination and reproduction methods of works have undergone
significant changes, leading to challenges in the application of traditional charges such as illegal business
operations and copyright infringement. How to accurately define whether these behaviors constitute crimes
and what kind of crimes they constitute has become a difficult point in practice; Network service providers
play an important role in the online environment, but there is significant controversy over whether their
actions constitute copyright infringement crimes and how to define their scope of responsibility; The
behavior of cheating in online games involves multiple fields such as technology and law, and its nature is
complex and varied. How to characterize the production and sale of online game cheats at the criminal law
level; How to deal with the relevant issues of joint crime when specifically identifying deep linking
behavior in the crime of copyright infringement; How to identify pure technical measures avoidance
behavior and how to prevent the abuse of technical measures. In response to the above issues, the criminal
law regulation of copyright in the online environment still needs to pay attention to the principle of post
punishment for ancestors, improve the setting of types of copyright infringement crimes, distinguish the
responsibility of network service providers, and respond to the difficult problems that arise in judicial

practice. In addition, in the elements of determining online copyright crimes, the traditional conviction
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standard of "profit oriented" does appear singular and insufficient to fully reflect the harmfulness of online
copyright infringement in the digital economy environment. With the rapid development of information
technology and the popularity of the Internet, the purpose and motivation of network intellectual property
crimes are increasingly diversified, which requires us to re-examine and adjust the identification standards

of network copyright crimes in criminal justice practice.

Key words: Network Copyright;For Profit;Avoidance Technology Measures;Game Cheats
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