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ABSTRACT

Government data constitutes a vital foundational resource for the development of a digital government;
its secure governance and efficient utilisation are of great significance for enhancing government governance
capabilities and unlocking the value of data as a key factor. However, in the context of e-government
consortium blockchains, whilst blockchain technology enhances data credibility, it also increases the
difficulty of protecting data confidentiality, attribute privacy and the privacy of the verification process. At
the same time, blockchain data combines temporal logic with topological relationships, and the scarcity of
anomalous samples further complicates the detection of anomalous behaviour. Furthermore, it is difficult for
a single technology to address both privacy protection and anomaly detection simultaneously, whilst the
differences between the two in terms of data format, processing methods and response pathways further
increase the complexity of collaborative governance. In response to these issues, this thesis investigates
privacy protection, anomaly detection and collaborative response mechanisms within a blockchain
environment, aiming to construct a data security governance methodology that balances security,
trustworthiness and governance effectiveness, thereby providing a reference for the security assurance and
risk prevention of government data.

The main research contributions of this thesis are as follows:

(1) In terms of privacy protection, a multi-stage privacy protection architecture was designed that
integrates Chameleon Hash Merkle Trees (CH-Merkle), Ciphertext-based Attribute-based Encryption (CP-
ABE), Zero-knowledge Scalable Transparent Arguments of Knowledge (zk-STARKSs), and Key and Data
Encapsulation Mechanisms (KEM/DEM). This architecture enables in-place atomic updates of permission
states and fine-grained access control within a ciphertext environment. Experimental results indicate that the
end-to-end latency of this scheme remains stable within the range of 524-527 ms, with a transaction
discrimination success rate of 53.1%, an operation mode entropy of 3.31 bits, and a Bhattacharyya measure
0f 0.9931;

(2) In the area of anomaly detection, a Spatio-Temporal Multi-View Fusion Network (ST-MFN) was
designed. The network comprises a GraphSAGE graph structure branch and a Transformer temporal branch,
and incorporates methods such as adaptive gating and multi-scale feature enhancement to improve the
accuracy and robustness of anomaly behaviour recognition in scenarios with extreme class imbalance.
Experimental results show that ST-MFN achieves a Precision of 0.8776 on the Elliptic dataset, an F1-score
of 0.7505, and an AUC-ROC of 0.901;



(3) In terms of collaborative governance, a multi-view feature projection operator satisfying local
differential privacy constraints was designed to resolve the incompatibility between the input domains of
privacy protection and anomaly detection. Concurrently, a risk-adaptive finite-state machine and a
commitment-disclosure distributed consensus protocol were devised, forming a collaborative governance
workflow spanning privacy mapping, collaborative detection, and tiered response. Experimental results
indicate that when the privacy budget is 2.0, the detection model’s utility degradation rate is 3.4%; in an
environment with 40% malicious node poisoning, the global consensus bias is 1.89%; and in a sudden attack
scenario, the cumulative security loss of the R-FSM is 4.77, with a user interference rate of 3.2%.

In summary, this thesis constructs a governance methodology and collaborative framework for
government data security tailored to e-government consortium blockchains, achieving coordinated
interaction from privacy protection and anomaly detection to tiered joint response. The proposed method
balances data security and governance effectiveness under privacy constraints, providing a viable technical
solution for government data security governance and risk prevention and control.

Key words: Blockchain; Privacy protection; Anomaly detection; Collaborative governance
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