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Abstract

The rapid development of the Internet of Things (IoT) is gradually making the vision of an intelligent
society a reality. However, the massive number of smart devices face severe risks of attacks and privacy
leakage during communication. Addressing the pain points of resource-constrained devices, inefficient
existing protocols, and vulnerability to physical attacks, the unclonable nature of Physical Unclonable
Functions (PUFs) has emerged as a key solution. This paper focuses on three typical IoT scenarios and
innovatively designs three efficient security authentication protocols, significantly improving protocol
operational efficiency while ensuring high security and strong privacy. The main research achievements are

as follows:

(1) To address the issues of resource constraints in Wireless Body Area Network (WBAN) nodes and
their vulnerability to threats such as denial-of-service, man-in-the-middle attacks, and tracking/tampering, an
efficient lightweight hybrid authentication protocol combining hash functions and PUFs is proposed. The
protocol utilizes the hash value derived from PUF responses to construct session keys, establishing secure
channels for legitimate users and preventing unauthorized access. By streamlining the frequency of hash
operations and introducing a tripartite independent PUF mechanism, the protocol significantly reduces node
computational burden and enhances transmission security. Notably, the password update phase only requires
user participation, greatly simplifying the operational process. Security analysis and experiments demonstrate
that the protocol can resist various common attacks and exhibits significant performance advantages:
computational overhead is reduced to 4.99 ms compared to traditional schemes, and communication overhead
is decreased to 1856 bytes, perfectly meeting the stringent low-power and high-security requirements of

WBANES.

(2) To tackle the frequent vulnerabilities in open environments of Vehicular Ad-hoc Networks
(VANETS:), resource-constrained nodes, susceptibility to PUF Challenge-Response Pair (CRP) leakage, and
lack of dynamic updates, a decentralized dynamic PUF anonymous authentication protocol is proposed. The
protocol integrates Elliptic Curve Cryptography (ECC) with highly reliable Stable Logic Delay (SDL) PUF
and designs a dynamic CRP obfuscation mechanism, suppressing the prediction success rate of modeling
attacks to around 50%. Anonymous identifiers and temporary session keys are employed to achieve identity
untraceability and session independence. Verified by the Real-or-Random (ROR) model and AVISPA tool,
the protocol can resist typical attacks such as impersonation, replay, and man-in-the-middle attacks. SUMO
and OMNeT++ co-simulation results show that the protocol remains efficient even in high-density scenarios

with 500 nodes: the computational overhead per entity is reduced by 23.85% compared to the optimal existing

II



scheme, communication overhead is reduced by 72.57% compared to traditional schemes, and end-to-end
delay is controlled within 25 ms, perfectly adapting to resource-constrained real-time vehicular network

environments.

(3) To address the challenges of highly dynamic topology, unstable links, and strictly constrained node
resources in Unmanned Aerial Vehicle (UAV) swarms, an algorithm fusing SDL PUF with the post-quantum
cryptography Kyber is proposed. It achieves efficient key updates and quantum-resistant secure
communication, significantly reducing node computational and storage loads. Security analysis indicates that
the protocol can withstand typical attacks like node capture, replay, impersonation, and man-in-the-middle
attacks, while satisfying forward and backward secrecy. Simulation experiments demonstrate that under the
high-density dynamic topology of 100 UAVs, the protocol's computational overhead is only 3200 ms,
communication consumption is as low as 904 bytes, end-to-end latency is controlled within 50 ms, and
bandwidth occupancy is reduced by over 60% compared to similar schemes, perfectly suiting the rigorous

demands of large-scale high-mobility cooperative missions.

The aforementioned research provides secure and efficient solutions for key IoT scenarios such as
WBAN, VANET, and UAYV, enhancing the security and robustness of the IoT environment, laying a

foundation for [oT deployment, and further promoting the sustainable development of an intelligent society.

Key words: Internet of Things; Mutual Authentication; PUF; Anonymous Identity; Lightweight
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1.1 AREBERENX

YIEKM (Internet of Things, IoT) s&fEHSAR S EM. M HAL AT R A
A2, X EESCARRT G A IR AR AT . BIF AT 2838 4, ) USSR AL S iR, Wik
WU TO 02, BHE R ER ) R RE TS ANL” B B RERYT S A M SR EH T (On
Board Unit, OBU) 2554, LK R &I TALAUATIS . SR L R EE /B Y
R P9 5 AR DAy it ) R AR B T IR o K P o T R B R A RE S A TLIEAE DL A S LA
SCRE LB ) B0 o WUR R BE TR G —4E, G — DRI BRI Zs, W]
PASZ #8508l 0T B F AT B IR B R e dn T AR 52, 1991 FEE o HiFEdR
7 —MZAETH R LS, Y HBOE 1R . 15 1999 4, FRAE BT AEEE Auto-ID
A BIERFR TR T SR R DI R AR, XA A AR A A M 2 ) 1 E ke
moo BEJE, POk EZmE g K 2005 4, [ BRHLE B (International Telecommunication
Union, ITU) %A {(ITU HIRMIRTE 2005: DK , #rE X — Sk 1E a U ) 42 3K
FEEBL 2008 4F, IBM XA 7 — R R BRSNS, O, REBUFRR TR A E
HOMES, IR AL I AL I 48 G R TE X, PR B e BT SR, 3 A A
WEEH B, 2025 FLIK, 7E£ 5G. N LB ML S FEROR GRS T, YK
IE N EIBGE F 3P B, T8 B RE W R T BeM. BEXS ToT 7R R 5840, AREFER
FET RGN RN 5 T AL 28 =~ B AR E BN TS0 [ B 00K Y 1A,
AR T ToT AE4 N RR AP . B REACH A B )4 [ VRV A5 48 TR VR . Oy
ARG R IR RGBT, RSO 1-1 Fros syt i s i v i 5K, 1%
KR HBE SIERME . S Mas=. M SRS EZEEEN, B =K 5714
Ui R TS TS AR A, G s N RN B 2 i R e AL R ) e R R RS . R
TG ER 73 K AT 2 B % SN AR IR 3 A% 0 R AR B SR AR ToT W,
it Zigbee/BLE &40 0H BB (S BRI R B IT WG Be T, it — b2 um,
SCHEERE A eI | AR Ry T S IR ST o T T AR B 70 2T C-V2X. DSRC 45 7 LY
TR IAI K, i dE 48R0 OBU. Bl HAIC (Road Side Unit, RSU) 2854 ToT #¢
%, AW ZE5Z0M. AEIHESG R, SCUANER . B RS @E R E T RE
BJa, T IE ANLIESE 73 SR F 2 L W (RS 5 2 ) 5555 ToT W& BB I 28,
it DREBES 5G/6G 5, LM fadol . RFERIRE msh&T .
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Figure 1-1 Typical IoT Application Scenarios

SRMIBEAE 10T W& H i b, BARANG S TAR RSO T H 5 TRGE, (Hade A
FERAAN AR RO 2L . Y2 ToT WA IR 25 5 52 31 FR 2 A A /X 28 b i) Bk, X AT
o MU ) Z A S AL o ToT Wi il DASCEE KA ANE, 51K T AT R AL
AR LR A . ok B A RIHIE R ToT W88 5 50 A R bRAEFI B, PR xfE DA
BEAT TR “HLaxiplas” 815 . XA RE SFEARE St n) @, it pl 24 % .
Biltn, FEBET ORMEUIR, ToT Be& i Buak & 4% oot 82 N A driAE R, o135
REMNARZS N 2 52 FREBR TR RGN KASEH L, XTI AL H bR 5
MUE & R EG K B AR ESE B TN RGNS, RiEH 22 5RAI0H
R, AV Rgirh, Bdnose ik, BnvlEEd:, BoE R S SRS B
FARR) 2T RY, MR TLAAIINL . RN TE AN SE ToT B KT 5 47k
REJJERLLIBAIC, HMECLRSERE AR BN FE, mdeii i N TRREALER 5 2] . X PvaE BAR
B PR 2 e/ D 1 Kt 22 4 ke e, B R ANTE FH T Eodon S ELAT A e SR R I
MARG, HETEARFRM T RENIEL, (BRI 2R ZE . BT R
N R R 2R R, Sl 3 SO0 2 7 e TS S R, DR, &t
— MR R R ET RN 1) 22 4 IR PGB AR JE

bt &Y EEASNT] 5 B PR % (Physical Unclonable Function, PUF) FuEA, HAE—F
i AR, BT LN E T RGNS . 2N To ANLIN S S sk, 2%
TR A B HIEBEALE R TAE . AERE AR, O SR L 2% 7 8RS PUF AR
ML TIRE ZHEARBAREME. SR BB R, TR R WA
PARRARHI A pliAs, B IR aBEAN RGM 225, 1B/ PUF BORBUIM L) T ]
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Ao RIMAETCZ AN 28 . 2RI e AL 2% 55 S AR R 25 1) ToT Beak hse Bl 2 &tk 5
I 2RS4, PUF RO — AR IR R I o T T R o7 Y 37 5% 11 [ P9 A 7 B
Ko

1.2 ERSMAZINIR

HAT, ARG BRI AT IR 22 4 S A A IE DT T EAT T AR R« BEAR IR
BORE I UGRN T ORIEIEAE X7 DAL [F] 0 R0 24T PR T 1) i se e 5 3L =2, i Ak T
PUF MR EHR AP SOUREILEAE F, S0 U 55051 PUF %%, KH
WA BRI B XTRRINZEBL, R i 2825154~ (Elliptic Curve Cryptography, ECC) [ID) K il
AR, TR S AR I B A IR B SEAR A EAT , ORAUEZE 1Y 8 B 5 AT S
LM SRR . BT R R RE RS E SN I IR AR R A AN
AR, FOBAEN T Z 280, W 290 X S e a A5 Ry T IR . BT BE S E HA R
FEHIBNHNE G M . M H 37 5= B RS A SR, AH RN AT PUF #)A
EP A BRI A, H PUF ARSI M E WA ZE. Bk, SXAN R RS R
R ASMUHEYEREANE . EETEREA R PUF 5% & O EE kAN TF] . IE 50 H
(RPN WX 28 G VT A L 1) 5 22 -5 I 2851~ 46 XD A IE W R 70 B B S 3 3
AT NG A SO FE N A SIS K, 40 0T B 1 1] A A FE IR 3 A T i S5 TR

1.2.1 B HREREINERIERIER

Bl T LRAR I 2% (Wireless Body Area Network, WBAN) 7E 527 i 5 25 40 1) |
ZNH, HRZe AR 32 0. B, B RIEZ IR WBAN B, 5
BAWRM T 2MUGETMYL, FER I NEE T IREG BRI DL 22 4 [R5 55
FA, 2016 %, Mohammad Sabzinejad Farash <& ANUVME H 7 —Fiuid B T- W BK I 24855 57
T AL A M 2 B O P VE S B AR5 52, (H Amin 25 NBIE S K ILZ PMAFAE
B Bk U A B AR UE R AR SE 55 2o [FI4F, Ruhul Amin 58 NP T —Fh R B 4 1 = A
FNEH AL, DA aRFEFAME . 2019 4F, Mohammad Wazid 25 NPHEH T —FiH
[ PR I 32 5% 0 2 ) o B A a6 VIR 5 88 B A AL, ) P s 7 R O e R R R B
MiRE % 4. 2020 4, Mahdi Fotouhi 58 N'UNB IRt 17— MR ER I 2 ERER
WIETT 58, Hezz ki T a4 Fe 41, {H A B I 1 41 R A U7 [l BB A0 A N B3 Bt XU
2021 4, Chunhua Jin 55 NS HE 7 — s R A DHREAE B 0 3 5 Il 407 58, R AR
BINEAR, AHTHEANAEYFERE R E R SR 2022 4, Jian Shen 55 AU H T
—MEMT WBAN HREZS. TIEBH 2 5IE e Bda e m il H 2 e thi 11
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(5] o1 4 B EON 0 n) A, (R E T R AR ] R S ECE SR . A4, Priyanka Mall %5
ANWIHEET PUF BIES B AT B h AT 1 & THIZRER . 2023 4, Vikash Kumar Rai
SGNDGE W T — M2 E Q3T PUF BRI B2 A RN, AR THSE M 5 R 24k
Daojing He & A1 iH T — PN E K E AR EX KN ES ZHZ B G 1
Saeed Ullah Jan 55 NUOERZR [ — i (] BT & B0 ma R0 98 5 Dh 2R U R
WIETTZ, HEP)"Z G A REus Er AR E. ik, Amir Masoud Aminian
Modarres & NVTR Gt 0 Afr 7 I 2 T PUF AR B S PE IR, FEHE 1 oAb SR B
g5 bRk, WBAN B IR EVE A SCIR G 2%, AR, EEA 2 DIFERL
Ko B, 8= — AP Sk 458K H PUF 3451 WBAN S0 EWML, 295 2 4 I
B, RIS PEARAEAE AN THRTE G, RN AT ASEIL S 08, AFREL=TTZ5.

122 ETEBRMRAZREINERNIRIPR

& R REAC I RGP K, ZEBKM (Vehicular Ad Hoc Network, VANET) )%
INIE S EH MU &2 k0. HAT, BP0 R BIR C&EE. FE 2 IR
SRR FA BRI L, AEFRE AR T 2 M eV, FLyath ik 28 M-S ST 20 BH 2 Al
Wi %, B8 KRS G2 2 e SR BRI EIIREG TS . 2007 4, Raya M
Hubaux!"$I¢ i T — s T AR5 e (Public key Infrastructure, PKI) MR A4
%, VIESEFSRAIRY, BE5E T B2 2 R ER, (BT BT 4 AR 58 B 2R 1) i)
8. 2008 4, Lu 8 ARG TF T —FPfE 44 PKI S0 ORI 7 58 - BEE B 22 4 B KR,
Guajardo %5 \PYIZSEAE R T-II7 7] i fE 1B %1 (Field Programmable Gate Array, FPGA)
3R 45 FR {5 il SRAM PUF BHATBEAAGRY . 2010 4, Sadeghi 25 ARURE FH XL M i % 2 A
&9 PUF FI#kiE— iR %F (Challenge Response Pair, CRP) , X HL#% 5 ) Wk #e5m 4k
i1, AHTE AR S . 2015 4, He 55 NP2WRAL 15T ECC BT AR P )4t &
BSUEAEIR A @ . 2019 4F, Gope 55 NP | —Fh 77 22 LA 4 S sUA7 i CRP, HATITHI Iy
DAY 08 B Pt R XU

Ak, BtERAE R RO SIRE T, 2022 4F, Sutrala 58 APARKEAEWREE
RS GE RS, (HERFOAA T FBOEAZ . [, Chen 5 APSERH ECC N
1) CRP KR TH 224, EIGIN 1 4EIR HORAF RS ET B 7@ . 2023 4F, Liang %5 A6
7 —MIEFE RSN (TrustAnchor, TA) ) PUF-ECC % 8H WM M, AR 2 DyhriR
FHAFAEA BT IBER RS o Xie 8 NP5 4 PUF 5AYIRHMIEZ4A, T s 4 5 5
Wi/ 5% (Vehicle To Vehicle/Infrastructure, V2I/V2V) iAilE. 2024 4, Chaudhry %5
NI R T —MigER AT BCC WML, Belif s W, (H2NE 7 SEEHLi]
BB I A0 Men 55 A\P91, 2025 SR 5| N 1 SERF CRP 2R AR 58 FEAA, (HRI{EHLE TA
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112 5MSEEH R 7P @k, Li & ABEE AR H 0 RSU &
PUF LY B K25 B 474, (B3 T AL 25 %% 2] (Machine Learning, ML) 5% 5 %% 2] (Deep
Learning, DL) #ICH FEH . BT W, A FISRAH PUF &1 2B B 4 DA IE B
WA R Tty ,  HH W 28 S ECE R A, B PUF BRI FEVERR
X, FEAERLKIZE, FEHEOARCHFiRat 7 E%.

1.2.3 EFPUFRIT AHLEHAEYAE XA 5T

T PUF B AN VAT 7T Q2 48, B105 5 2226l PUF 1E 8
TP EAEARRAG s e e ME—VE S DT BLEBE /1. 2019 4, Srinivas 55 APUBETF 7 —Fi i i)
T AN A8 (1 A B VGIE B, %M BCRA BCC 5 AL, BS54t vl 47 i
EEHTNIE R, TERGI BRI, Hohk= 5e L fra . BHHE, 2020 4F,
Alladi 55 NP 1 SCRFE AML-TE AL TG AL H T st A5 (3 B e Bl B IRl
A PUF HL#l, {Hii T PUF 7 0A Y, SEUS BMAERH IR, HAREI S MhESL S5
EERYE, AR R . [FE, Al S5 NP A AEYIRIENIE TS 2 BRI T
I S St sm i, BT AHUA S5 5 52 43k 5 O e deely, HAFAESRUER B INES R 1M
bt e AHURL 37 5t 1 sh A0 B R e, DAIE B30 R5 R B AT 17 2 415 v RO B P e
2021 £, Bansal ¢ AP 25T AHURESR ) 1 R] 97 J AR ELAAUE PR, (B AR PRFR S
FHTFPRE . Wu S8 NS TR AR I S N5 B, AR IEANL B & B
g1 o XTI R IR RIR gt i AR P AR IRIE S S, — B R
738, Kol kK ARG . vt S TG R PUF 55 AL AR fl
Fo 2022 4, Li S ABBEE 1 ma o AWL B I RER 2 &TEE TR, K ECC 53U
PERCX, BSCHUEEOAE, HIFFITHEE, BUCEREYEATR. Yo S A\BE T
PUF HREVAEBEET R P E B IR, 220E 1 AN 2 2B 2023 £,
Zhang 55 NP8 ECC VMEVMMIRTT VISATRR, H R REARXS LB AR B o

LA, WHFLERE— P8 PUF IRABSIHONIEZEN, ARG o AL 3578 3 755K
Tian 55 ABOHRH T [ W) 2 AL (1 7] 58 PUF BLAAUEPMN, (R [ 3l 475 5 447 42 4
TINUE B PE, FAELUE R ME)RE X . 2024 4, Chandran 55 AFOTH T 20 AN 2%
LT PUF RETIANEML, RAGH 578k E, E0RRT AR, S50LF
I, XHUBE S AR ST AR 5 70 A A5 A, U0 Akram 558 AL T XCHUBE 1) BEORA DRI
RS, w] OREETE N LLE [ 5 Hiu i o (1) 22 42 GIE, (ER T8 70 25 R B Al B s Karmakar
5 NI X B o A OB BEER A IR P SOI DG FH T B3R 5, i LG A2 2 380 [R] 753K

fEJR RTINS, PUF 55 &1 3 145G XSO EE % MW 5T F . 1 Xu 55 N1
N 1B REE SCHGER Kyber AUBUM: 205, 2023 4F, Jati S5 ANMIGE H AT G & HE
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i Kyber SeHLBIR T2 A 0E, (KL S%IASMIFRY; TG, 2024 4ELUS, Nair A
USIFF QML £ 48 PUF-Kyber 4440, {HAH 1865t PUF 74 R 4% 0 F (00T G54,
Zhang 25 N4 1 7 —Fhi a] 24 SDL PUF, TG 75 A5 41 20 5% 5 BV A 7648 s 88 R S s e
I 100%AI 550, H PUF-Kyber HJ%2HI#2 1 SDL PUF 530456, JASCRA T k0.
i), 2025 4F, B2 K aese ASTILLJL E M ASSHR T SR AL P 177 % - 2026
G, R NFOIHE— B R AL SO S T SN R A

1.3 RAREEFH R

AR F B FAELR K] 1-2 PR, FE A ZET PUF 1) 1oT SRS 4 Ik
BRI FE I SR B A3k, A FE 22T WBAN A1 VANET BAEBM G 2T AN &
PIE VR SCOAIETT 28, 78 78 70 VA N S AH OC U 3 st i AU BIDIR S, BT P 5] N SDL
PUF. PUF-kyber. @M DL AL SN FIASFHOR, B At WBAN 34 71
/N ZEIR X IR e R B i SR R SRS DL A TE AHLI 28 S0 A AN WA AL = g e 4k, BA
J% PUF 2 5 B A ()45 5 18 52 S B U 56 ) i, ARHFF T i) R BN 28 DA KBTI

(1) YATES AT & JE, JoHE WBAN BTk M R 8%, FHL. W%
s BAA R B AR, S EUE WBAN H Al i ik VRS2 IR . 5) 52 2 4 I 1)
v 0 o B KA, DR, $RH T — AT PUF S 3R SR Ao A B il
HIEA RES PUF 5K, AEER P& L2251, JF@d a4 PUF IR AR a1l
T, B LR AR XA AR TR A B 7 ), TR R 3 3 gk 2 A o A A A TR A
BREAR T AU TSRS, FERIH A P e RS R8s — T AR PUF SRS B A& i 1) &
2. SIAMBAHEL, X ARG 5T EIT T IR A IRTEFE . =R SRS
Ho NS, HEMERMBENGEHIZYS, bl yEsE.

(2) [ HTRE IR e KB L KIR S, PUF O A AR R T B 20 4, H2
Bt N T2 68 (Artificial Intelligence, A FIERE & J&, ¥ & @RS IE IR 0% i PUF
2, AR R BEORIER A, AR @ G, BARUETFROC A Bi ) %
R A, ST —ME S SR BE OB PUF 4R
Wo ZMIRFTFRZEEET PUF KINIET 5, EA VW SCREE CRP, AWM % 1)
RIETTE, DL ZAEE S H P B R T R BN SR &S, R ECC 5
= AT SETER) SDL PUF AH45 S, Sl T 3 F# ) CRP RIENLH], BRI 7 H4H ML
5 DL Wiiffse . i E A AR IRAF SR 2 1G%8H, SCl T S A e RS 2
TEMOLPE . PR 2 EEAERENL TS ML (Random Oracle Model, ROR) fJANH] [X 43
RN 3T TR RALIRAE, JERIH AVISPA B6E T BT 7% . t4h, 7 SUMO 5
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